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Answers to Exercises
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3
3.
Don’t leave it unattended in public places, don’t leave it out in the open in your hotel room, use a cable lock if you have the notebook out on a table in a trade show or other busy location, etc.

4.
To continue power to a computer when the electricity goes out. Sometimes a UPS also acts like a surge suppressor, but a surge suppressor does not power the computer, only protect it from power fluctuations. 
5.
Answers will vary. Student should state one computer-related security or privacy risk he or she encountered recently and at least one precaution that could be taken to minimize that risk.

Project Solutions

Answers to the projects will vary, but the following are guidelines for what types of information should be included in a student’s project solution in order to receive full credit and a suggested grading rubric. NOTE: The totals in the rubric tables are formulas. To recalculate them after changing the possible point values or entering a student’s score, right-click on the total and select Update Field.
Hot Topics

1.  Electronic Health Records Student should submit a one-page paper summarizing the student’s research into the current use of EHRs, including the benefits and if EHRs are widely used. Student should indicate if he or she has ever filled out a medical form electronically, any privacy concerns about medical histories being stored on a computer, if he or she thinks the risk of a privacy breach is higher with EHRs compared with conventional paper records, and if the benefits of EHRs outweigh the potential risks.
	Description
	Pts
	Student Score

	Student prepares a one-page paper summarizing the student’s research into the current use of EHRs.
	2
	

	Student lists the benefits of EHRs and if EHRs are widely used.
	2
	

	Student indicate if he or she has ever filled out a medical form electronically, and, if so, how easy or difficult the system was to use. 
	2
	

	Student includes an opinion regarding any privacy concerns about medical histories being stored on a computer, if he or she thinks the risk of a privacy breach is higher with EHRs compared with conventional paper records, and if the benefits of EHRs outweigh the potential risks.
	3
	

	Paper is reasonably free of typographical, spelling, and grammatical errors.
	1
	

	TOTAL POSSIBLE POINTS:
	10
	0


Short Answer/Research

2. E-Voting Student should submit a one- or two-page paper summarizing the student’s research into the current status of e-voting, including if universal standards have been developed for the U.S. or if they are determined on a state-by-state basis, and if online voting has been allowed recently. The student should also include an opinion regarding the use of e-voting machines and online voting, including if he or she would be comfortable casting a vote via a DRE machine or online, what types of authentication systems he or she would want in place, if online voting will become the norm, and suggestions for handling individuals without Internet access on Election Day.
	Description
	Pts
	Student Score

	Student prepares a one-page summary summarizing the student’s research into the current status of e-voting.
	2
	

	Summary addresses if universal standards have been developed for the U.S. or if they are determined on a state-by-state basis, and if online voting has been allowed recently.
	3
	

	Student includes an opinion regarding the use of e-voting machines and online voting, including if he or she would be comfortable casting a vote via a DRE machine or online, what types of authentication systems he or she would want in place, if online voting will become the norm, and suggestions for handling individuals without Internet access on Election Day.
	4
	

	Paper is reasonably free of typographical, spelling, and grammatical errors.
	1
	

	TOTAL POSSIBLE POINTS:
	10
	0


3. Spam Student should submit a one- to two-page paper summarizing the student’s research into the current status of spam and spam-related legislation. Student should also address how many spam messages he or she receives each day, if it interferes with their life, if they’ve ever received spam after signing up for an offer or visiting a Web site, and if he or she deletes spam automatically or tries to unsubscribe. Student should also report on any federal antispam legislation that has been implemented, how it works, and if it seems to be effective, and if any additional legislation is in the works. 

	Description
	Pts
	Student Score

	Student prepares a one- to two-page paper summarizing the student’s research into the current status of spam and spam-related legislation.
	2
	

	Student addresses how many spam messages he or she receives each day, if it interferes with their life, if they’ve ever received spam after signing up for an offer or visiting a Web site, and if he or she deletes spam automatically or tries to unsubscribe. 
	3
	

	Student reports on any federal antispam legislation that has been implemented, how it works, and if it seems to be effective, and if any additional legislation is in the works. 
	4
	

	Paper is reasonably free of typographical, spelling, and grammatical errors.
	1
	

	TOTAL POSSIBLE POINTS:
	10
	0


Hands On

4. Employee Monitoring Student should submit a summary of the student’s research into employee monitoring at one particular organization, including if employee monitoring is used, what activities may be monitored, how frequently it takes place, how employees to be monitored are selected, if there is a written policy regarding the monitoring and, if not, if employees are otherwise notified that monitoring might take place. Also included should be the student’s opinion regarding whether the employee monitoring practices at this company would influence whether or not he or she would like to work at this organization.

	Description
	Pts
	Student Score

	Student prepares a summary of the student’s research into employee monitoring at one particular organization. 
	2
	

	Student determines if employee monitoring is used, what activities may be monitored, how frequently it takes place, how employees to be monitored are selected, if there is a written policy regarding the monitoring and, if not, if employees are otherwise notified that monitoring might take place.
	5
	

	Summary includes the student’s opinion regarding whether the employee monitoring practices at this company would influence whether or not he or she would like to work at this organization.
	2
	

	Summary is reasonably free of typographical, spelling, and grammatical errors.
	1
	

	TOTAL POSSIBLE POINTS:
	10
	0


 5. Browser Privacy Settings Student should submit a short summary of the student’s experience changing the browser privacy settings on a public PC as indicated in the project. Included should be whether or not the Web sites they visited placed cookies on the PC, if any other cookies were added during the browser session, and if any of the added cookies were from third-party advertisers.

	Description
	Pts
	Student Score

	Student finds a public computer on which he or she can change the browser settings and clears the cache, cookie files, history list, and e-mail settings.
	2
	

	Student visits at least five different Web sites, and then views the history list and cookie files.
	2
	

	Student reports on any new cookies added from the sites visited and whether they were site-specific or third-party cookies.
	4
	

	Student deletes the temporary Internet files again.
	1
	

	Summary is reasonably free of typographical, spelling, and grammatical errors.
	1
	

	TOTAL POSSIBLE POINTS:
	10
	0


Writing About Computers

6. Fourth Amendment Student should submit a one- to two-page paper summarizing the student’s findings regarding the text of the Fourth Amendment and if it addresses personal privacy. If so, the student should state which part of the Amendment applies; if not, the student should explain why the Amendment is quoted in pro-privacy arguments. The student should also find two articles in which the Fourth Amendment is mentioned in relation to personal privacy and state the content in which it is used, if the student agrees with the stated opinions, and if he or she believes the Fourth Amendment guarantees all Americans privacy.

	Description
	Pts
	Student Score

	Student finds the text of the Fourth Amendment, analyzes it, and prepares a paper summarizing the student’s findings regarding the text of the Fourth Amendment and if it addresses personal privacy.
	2
	

	If the student believes it addresses personal privacy, he or she student states which part of the Amendment applies; if not, the student should explain why the Amendment is quoted in pro-privacy arguments.
	2
	

	Student finds two articles in which the Fourth Amendment is mentioned in relation to personal privacy and states the content in which it is used, if the student agrees with the stated opinions, and if he or she believes the Fourth Amendment guarantees all Americans privacy.
	2
	

	Paper has an introduction, body, and conclusion.
	2
	

	Paper is 1 to 2 pages in length.
	1
	

	Paper is reasonably free of typographical, spelling, and grammatical errors.
	1
	

	TOTAL POSSIBLE POINTS:
	10
	0


Presentation/Demonstration

7. Privacy Policy Flip-Flops  Student should give a 10-minute or less presentation covering the student’s findings regarding privacy policies, including a comparison and analysis of three different Web site privacy policies including such information as if the policies specify what personal information might be shared and with whom, if the organizations reserve the right to change the policy without notice, if they allow for any sharing of data with third-party organizations, if the data is personally identifiable, if consumers can opt out, and any additional clauses in the policy that might be of concern to users. Also included should be any recent examples of companies changing or violating their privacy policies, any new or pending related legislation, and the student’s opinion regarding a company’s right to change its policy and the potential impact on customer loyalty. The student should use good presentation techniques (speaking clearly and slowly at an appropriate volume, no distracting mannerisms, etc.) and use at least one of the following: chalkboard, handouts, overhead transparencies, or a computer-based slide presentation. A short written summary should be turned in, if assigned. 

	Description
	Pts
	Student Score

	Student compares and analyzes three different Web site privacy policies.
	2
	

	Student includes if the policies specify what personal information might be shared and with whom, if the organizations reserve the right to change the policy without notice, if they allow for any sharing of data with third-party organizations, if the data is personally identifiable, if consumers can opt out, and any additional clauses in the policy that might be of concern to users.
	3
	

	Student discusses any recent examples of companies changing or violating their privacy policies, any new or pending related legislation, and the student’s opinion regarding a company’s right to change its policy and the potential impact on customer loyalty.
	2
	

	Presentation includes at least one of the following: chalkboard, handouts, overhead transparencies, or a computer-based slide presentation.
	1
	

	Student uses good presentation techniques (such as speaking clearly and slowly at an appropriate volume with no distracting mannerisms) and the presentation lasts an appropriate length.
	2
	

	TOTAL POSSIBLE POINTS:
	10
	0


Group Discussion

8. Washington, D.C. Security Camera Network Student should participate in a discussion (in-class, via an online class discussion group, or in a class chat room, depending on the instructor’s directions) about the impact of public video surveillance on our society and who should have the final say regarding how or if it will be used. Discussions should include the questions mentioned in the included paragraph and student should form an opinion on this topic and express it using clear and coherent statements. A short written summary of the student’s position should be turned in, if assigned. 

	Description
	Pts
	Student Score

	Student expresses his or her opinion on the impact of public video surveillance on our society and who should have the final say regarding how or if it will be used
	2
	

	Student supports his or her opinion on this issue.
	2
	

	Student explains his or her position clearly and understandably.
	2
	

	Student actively participates in discussion.
	2
	

	Student is respectful of other students’ opinions.
	2
	

	TOTAL POSSIBLE POINTS:
	10
	0


Chapter Quiz Answers
The Chapter Quiz (located in the Instructor’s Manual) may be reproduced to distribute to your students for an additional homework or an in-class quiz.

Answers:
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